O.U.R. Center
ELECTRONIC SECURITY FORM
See also Confidentiality Letter of Agreement

All individuals working on behalf of O.U.R. Center or providing services to O.U.R. Center including employees, independent workers foster parents and volunteers are required to be in compliance with this policy at all times as it pertains to data that is deemed confidential to the services and clients served by O.U.R. Center.

Data stored on electronic devices including, but not limited to, desktop computers, laptops, tablets, thumb drives and smart phones are to be protected by password. No unauthorized individual is to have access to the files. In the case of portable electronics, they are to remain within the constant care of the person authorized to access the data and use the device. In circumstances where they are not with the person they will be placed where they can be under locked security. If left in a vehicle it will be locked and the device placed out of sight, in most cases this will be the trunk of the vehicle. 

Use of thumb drives will be limited wherever possible and when used must be password protected and encrypted.  

[bookmark: _GoBack]The transmission of confidential data via email and fax is to be executed on an as required basis to authorized personnel or agencies only. Such information is to be sent with extreme attention to correct number in the case of a fax and email addresses are to be checked twice before sending.  Do Not identify the child/youth except by First/Last Initial and Date of Birth.

Texting will not be used to transmit identifiable confidential information.
Social media e.g. Twitter, Facebook et al will not be used to express opinions or communicate information of any type concerning the business of O.U.R. Center.

In the event of an electronic security breach through lost or stolen equipment or an error in transmission the incident is to be reported immediately to O.U.R. Center management, verbally and in writing via an incident report. An assessment of the issue will then determine what further action, if any, is required.

Signing this document indicates you have read the policy and sought clarification if required and have accepted responsibility for full compliance with it.


______________________________			_____________________
Foster Parent	Signature 					       Date

________________________________			_____________________
Foster Parent	Signature				                     Date

________________________________			____________________
Other (Independent Worker/							Date
Volunteer Signature/FSW) Signature

